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Why Build a Data Inventory and Data Flow Maps

One of the most important steps to design and build a data privacy program is
to create a data inventory of all of the business processes within an
organization. If an organization does not know the type of data they collect
and how itʼs shared, processed and stored, or the data inflows and outflows, it
is difficult to meet regulatory requirements, mitigate organization risks, and
efficiently respond to data subject access requests.

As privacy regulations become broader in scope, requiring organizations to
demonstrate how they reduce andmanage risk, the importance of building
andmaintaining a data inventory is increasing. The EU General Data
Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA)
are two examples of regulations which rely heavily on a comprehensive data
inventory to support risk management, compliance reporting and responding to individual rights and data subject
access rights requests.

An example of a compliance reporting requirement is in GDPR Article 30 which requires
companies to create a “record of processing activities( ROPAs),which will allow regulators to
validate how an organization is adhering to GDPR requirements. With this goal in mind, the
records should show “why” (the processing purpose) and “how” the data is being processed
within systems, vendors and organizations. Solely focusing on the “wha,t” namely data elements
(e.g. email address, identification number) may cause an organization to overlook important
information required to properly assess andmanage risk.

An example of managing individual rights requests is in CCPA Section 1798.130, which requires
companies to disclose information requested and “the disclosure shall cover the 12-month
period preceding the businessʼs receipt of the verifiable request.” Responding to such a request
would require locating the process or activity that touches that data, which would be facilitated
by having a comprehensive and up-to-date data inventory.

Once the business process flows have been recorded and assessed for risk, the organization can make decisions about
where to invest remediation resources based upon where the highest risk lies. While the word “inventory” may imply a
static list at a point in time, a data inventory for privacy compliance management should reflect how data moves
through the organizationʼs business processes.

Stakeholders across the organization will need to participate in building and recording business process flows because
the processes o�en involve multiple departments (e.g. Marketing, HR, Procurement, Info Sec).
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To gain stakeholder support towards this effort, the following benefits can be highlighted:

Business Unit Process Focus Benefits to Business Unit & Business

Information
Technology

Identifying storage redundancies ● Reduce infrastructure complexity
● Identify cost savings

Information
Security

Understanding what data resides in
which systems

● Prioritize protection efforts – focus on high
risk, high value

● Establish appropriate access controls
● Identify cost savings

Operations Visualizing flows and uses of data
throughout the organization

● Reduce redundancies
● Improve efficiencies
● Identify cost savings

Procurement Identifying points at which the
organization shares information
with third party
vendors and understanding the
sensitivity of the data being
processed (including shared)

● Support risk-based vendor
● management
● Greater efficiency in contract
● management
● Identify cost savings

Building a Data Inventory and Data Flow Map to Help Manage Privacy
Compliance

Multiple Approaches

There are multiple approaches to building andmaintaining a data inventory. The twomost common approaches that
companies use are a “systems” based approach and a “data processing activity” based approach.

The “systems” based approach looks at the systems and end points of a business process flow (focused on the
infrastructure and security of the personal data). The “data processing activity” approach, looks at the type of personal
data processed, and whether these data can be used based on purpose and intent.

The following example highlights how the two approaches might work for an online retailer.
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An online retailer selling clothing provides an online shopping cart for customers to place an order and
have the merchandise shipped to them. In addition to collecting the data elements necessary for fulfilling
an online order (e.g., name, address, payment info), the retailer also collects a customer's national
identification number, but no one is sure why.

Using the systems-based approach, the organization would identify which systems and vendors were
used (e.g., shopping cart, credit card processing vendor), but may not identify all of the data types
collected (e.g., national identification number).

Using the “data processing activity” approach, which follows the data collected through the purchase
process, would likely force the question about why the organization was collecting national identification
numbers. With this approach, it is more likely that the organization would discover that sensitive personal
data was being collected which was not needed and thus creating unnecessary risk for the organization.

Data Inventory Tools

A�er selecting an approach, you need to select the tool you will use to record andmanage these processing activities. A
common tool today is a spreadsheet (mainly due to availability), but a growing number of organizations are electing to
implement a dedicated data privacy inventory management so�ware from providers like TrustArc for efficiency,
automation, and long-term cost savings.

Each of these tools has benefits and drawbacks. Using spreadsheets is less expensive and requires less training, but can
also become complicated to manage and update once you have hundreds of business activities recorded. Spreadsheets
also donʼt provide an audit trail of changes and donʼt easily support having multiple contributors across an
organization. Aside frommaintaining accuracy through automation, spreadsheets also do provide an Article 30 report or
similar summary reports o�en requested by the
authorities.

Using a dedicated data privacy inventory management
so�ware like TrustArcʼs will have higher upfront cost and
training requirements, but will also offer a lot of benefits,
including: tailored workflows guiding users through the
process; pre-configured lists of data elements to select
from, increasing the accuracy of the information; built-in
collaboration and audit trail recording; visual data flow
mapping tools; compliance reporting templates; and
muchmore.
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Getting Started

Before mapping all your personal data processes, start with a pilot project
using one business unit to test and validate the methodology used to gather
the information needed. Then use early deliverables from the pilot to secure
better engagement for the broader project.

Asset inventories and vendor lists can be leveraged to help get an idea of the
size and scope of the inventorying personal data processing andmapping
project.

While the number of personal data processes you need to map will depend
on the size and complexity of your organization, most have dozens to hundreds of data processing activities. Some
examples of common business processes are provided in the table below:

Account Management Finance Legal

● Client Onboarding and Support
● Online Order Tracking

● Customer Invoice and Billing
● Employee Payroll

● Information Security Risk
Assessments

● Partner Contracts

Business Operations HR Marketing

● Customer Data Import
● CRM Data Management

● HR Benefits
● Talent Management Program

● Website Contact Forms
● Emails Sent to Customers

Engineering IT Sales

● Backlog Management
● So�ware Development

Life Cycle

● Data Storage
● Employee Laptop Replacement

● Lead Management – Events,
Trade Shows

● Updating Client Account
Records
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Producing a GDPR Article 30 Report

GDPR Article 30 is one of the most common types of compliance reports a data
inventory can help address. Having up-to-date business process information
will be key to meeting GDPR Article 30 compliance reporting requirements
because the organization must produce the reports upon request from a data
supervisory authority. Maintaining up to date and accurate information on
your organizationʼs processing will also help to demonstrate accountability
that the processing activities are compliant with GDPR. Using an automated
solution that can help keep records of these business processes up to date
and produce on demand reporting.

Example of TrustArcʼs on demand Article 30 report generation

To comply with Article 30 you will need to demonstrate all details of personal information collection, where itʼs stored,
shared, and used, and who is responsible for those data records. The record of processing activities must be in writing,
including electronic form.

Controllers are required to record the following activities:
● The name and contact details of the controller (and if applicable) the joint controller, the controllerʼs

representative, and the data protection officer
● The purposes of the processing
● A description of the categories of data subjects AND the categories of personal data
● The categories of recipients to whom the personal data have been or will be disclosed
● The legal basis for the specific processing activities (e.g., consent, contract, legal obligations, etc.)
● Where applicable, transfers of personal data to a third country including the identification of that third country
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and in the case of transfers the documentation of suitable safeguards (adequacy)
● Where possible, the time limits for deleting the different categories of data
● Where possible, a general description of the technical and organizational security measures

Processors are required to record the following activities:
● The processing purposes on behalf of controllers
● The technical measures
● Data Transfers
● Controllers of who the data is processed for

Example of a TrustArc Article 30 Report (PDF)

Producing a Third Party Vendor Risk Assessment Report

For compliance with the California Consumer Privacy Act (CCPA), companies are not required to maintain a data
inventory. Practically speaking, however, complying with the CCPA for vendor management is nearly impossible without
a data inventory. Companies that need to be compliant with CCPA, for example, must identify and ensure their business
partners (Service Providers, Contractors, and Third Parties) are compliant with CCPA and should perform regular scans of
online 3rd party tracking technologies (e.g., trackers shared by ad tech vendors) and annual vendor assessments of
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service providers and contractors for CCPA Compliance.

Here are some of the records to track for inventory of all vendors, systems, business processes, and organization
units with the following activities:

● The categories of personal information it has collected about the consumer, customer and/or employee
● The categories of sources from which the personal information is collected.
● The business or commercial purpose for collecting, selling, or sharing personal information.
● The categories of third parties to whom the business discloses personal information.
● The specific pieces of personal information it has collected about that consumer.

Example of a TrustArc Third Party Vendor Report (PDF)
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TrustArcʼs Data Inventory, Mapping,
& Vendor Risk Management Solution

TrustArcʼs Data Inventory Hub helps organizations build and
manage a data inventory, automatically generate visual data
flowmaps throughout the data lifecycle, and can
automatically generate on-demand compliance reporting
such as GDPRʼs Article 30, and automatically detect if any
data element is at risk of non-compliance with CCPA.

The “intelligence risk engine” within the product
automatically analyzes a companyʼs privacy risk based on
GDPR high-risk principles and 650+ controls based on global
standards, laws, and regulations.

The risk engine can automatically save up to 75% of the time it would take to analyze the risk manually and can
seamlessly kickoff DPIAs PIAs, TIAs, and more using TrustArcʼs Assessment Manager for risk remediation and privacy risk
assessments. Within the Risk Profile capability, jurisdictional analysis is available including country level legal framework
analysis to streamline their data transfer risk analysis. This way all you need to do is focus on ensuring the appropriate
safeguards are in place based on the data transfer risk.

Automatically score and evaluate privacy risk metrics within
Data Inventory Hub, including Systems, Vendors, Company

Affiliates, and Internal Processes.

Download and export automated company
and vendor risk reports.
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Generate automated follow up actions for each record and knowwhen you need to conduct a PIA or Vendor Assessment.

Automate your data
inventory, mapping and

reporting, risk scoring, and
risk remediation today!

Book a Demo

About TrustArc

As the leader in data privacy, TrustArc automates and simplifies the creation of end-to-end privacy management programs for
global organizations. TrustArc is the only company to deliver the depth of privacy intelligence, coupled with the complete platform
automation, that is essential for the growing number of privacy regulations in an ever-changing digital world. Headquartered in
San Francisco, and backed by a global team across the Americas, Europe, and Asia, TrustArc helps customers worldwide
demonstrate compliance, minimize risk, and build trust. For additional information visit www.trustarc.com.
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